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EXECUTIVE SUMMARY

“Cyber threats pose one of the gravest national security dangers that the United States faces... (I)t’s clear that much
more work needs to be done to enhance our cybersecurity. America’s economic prosperity, national security, and our
individual liberties depend on our commitment to securing cyberspace and maintaining an open, interoperable,
secure, and reliable Internet. Our critical infrastructure continues to be at risk from threats in cyberspace, and our
economy is harmed by the theft of our intellectual property. Although the threats are serious and they constantly
evolve, | believe that if we address them effectively, we can ensure that the Internet remains an engine for economic
growth and a platform for the free exchange of ideas.” — President Barack Obama

In February 2014, the National Institute of Standards and Technology (NIST) released a
Cybersecurity Framework highlighting best practices and standards across the categories of
identify, protect, detect, respond, and recover to assist organizations with better managing cyber
risk to our critical infrastructure. The year-long development of the Cybersecurity Framework
reflected the changing environment within which the Nation operates, an environment where
threats, both natural and man-made, could threaten the “engine for economic growth and
platform for the free exchange of ideas.””

The evolving cybersecurity threat landscape is increasingly complex and poses challenges of an
unprecedented magnitude. Studies estimate that global crime extracts 15-20 percent of the value
created by the Internet ($375 billion) and that cybercrime is approximately 0.64 percent of U.S.
GDP ($107 billion).®> At the same time, 33 nations include cyber warfare in their military
planning and organization and “some states include specific plans for informational and political
operations.” Further complicating the environment are other sophisticated threat actors,
including cyber terrorists, organized crime, and “hacktivist” groups such as Anonymous. While
most media attention focuses on criminal and nation-state actors, catastrophic natural events,
such as disruptions in space or weather, add an additional layer of complexity and could also
lead to a national security event with a cyber component.

Industry in general, and the President’s National Security Telecommunications Advisory
Committee (NSTAC) members’ companies in particular, are aware of and responding to this
challenging reality, making constant improvements to better identify, protect, detect, respond to,
and recover from cyber events, and investing in people, processes, and technology innovation to
deliver network and system resilience and protect customers. In the course of examining historic
cyber events, the NSTAC noted that what were formerly considered high-profile events are now
routinely treated as “business as usual.” However, the evolving cyber risk environment may
soon present national and economic security challenges that test industry’s capability to respond
alone, requiring the Nation to evolve, strengthen and clarify roles in the essential partnership
between the private sector and Government. While Government and industry have developed or
are currently advancing or evolving programs, practices, and methodologies to share threat

! White House, Statement by the President on the Cybersecurity Framework, February 2, 2014,

2WWW.Whitehouse.gov/the-press-office/2014/02/12/statement-president-cybersecurity-framework.
Ibid.

® Center for Strategic and International Studies (CSIS), Net Losses: Estimating the Global Cost of Cybercrime, June
2014, http://csis.org/files/attachments/140609_rp_economic_impact_cybercrime_report.pdf.

% James A. Lewis and Katrina Timlin, “Cybersecurity and Cyberwarfare: Preliminary Assessment of National
Doctrine and Organization,” CSIS, 2011.
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information, there exists no effective methodology that currently supports the rapid mobilization
and coordination of critical commercial sector assets to respond to a large-scale incident of
national security concern. To address this national security and emergency preparedness
(NS/EP) communications need, the National Security Council of the Executive Office of the
President asked the NSTAC to:

¢ Identify conditions, triggers, thresholds, and situations that might require increased
operational coordination across industry, as well as between industry and Government;

e ldentify critical commercial assets, functions, and/or capabilities that, if operationally
coordinated, would be helpful or are necessary to respond to a cyber-related event of national
significance;

e Recommend an operational framework that: (1) allows for agile, effective, and distributed
implementation across numerous stakeholders, resulting in a coherent, unified, and dynamic
national response; and (2) guides, informs, and prioritizes response across the full spectrum
of NS/EP events with cyber implications; and

e Identify an operational structure or construct to coordinate assets at each threshold
considered, detailing which entities would exercise what roles, as well as suggested
approaches for training and exercises of such contingencies.

Numerous NSTAC reports to the President address operational, coordinated, Government-
industry activity in support of NS/EP goals. One of these reports led to the creation of the
National Coordinating Center for Telecommunications (1984). More recently, the NSTAC’s
Cybersecurity Collaboration Report was instrumental in addressing the environment and
capabilities now evidenced by the Information Sharing and Analysis Centers referenced
throughout this report.” In this tasking, the NSTAC is specifically focused on addressing how
commercial capabilities or functions could be operationally coordinated to address a national
security event with a cyber component. While current information sharing and collaboration
across the total national cybersecurity enterprise remains unfinished work, this is not the
NSTAC’s focus. Instead, the NSTAC was specifically asked to focus on Government-industry
collaboration at the highest levels of threat and national emergency.

In addition, the NSTAC did not address laws associated with current information sharing or
large-scale cyber incident response. The NSTAC is fully aware of concerns associated with
legal limitations regarding information sharing as well as uncertainties associated with
Government’s authority to provide the waivers or indemnifications that might be necessary to
support cyber incident response in extremis. At the outset, the NSTAC tasking excluded an
analysis of legal authorities since a determination of the operational efficacy of the NSTAC’s
recommendations would be a pre-requisite to an examination of legal authority.

In this report, the NSTAC outlines a unified risk assessment approach that suggests when
increased operational coordination within industry, as well as between industry and Government,
might be required, and highlights the level of Government support and collaboration in a five-

> NSTAC Cybersecurity Collaboration Report: Strengthening Government and Private Sector Collaboration
Through a Cyber Incident Detection, Prevention, Mitigation, and Response Capability. May 2009. Available at:
https://www.dhs.gov/sites/default/files/publications/NSTAC%20CCTF%20Report.pdf
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level cyber condition graphic. The NSTAC finds that certain information and communications
technology (ICT) functions are likely necessary to support incident management for large-scale
cyber events. Those functions are provided by a diverse set of organizations, referred to as ICT
enablers. The NSTAC provides insights into characteristics of the ICT enablers and highlights
some of the unique challenges facing the global ICT enabler community while norms for
behavior are being developed. Finally, the NSTAC provides a notional template for how the ICT
enablers could collaborate with each other, as well as how ICT-enabler support might be
integrated into current national cyber incident response plans and response bodies.

Given the delicate state of international dialogue on Government and industry ICT activities, it
became increasingly clear throughout the NSTAC examination and development of this report
that industry mobilization activities, particularly those directed by or in coordination with a
national Government, must be as transparent, inclusive, and respectful of the complexities of the
global economy as feasible. Many of the companies that would be critical to a successful
mobilization framework, both U.S.-based and foreign-owned, are multi-national corporations
with significant international business operations; valid concerns surrounding the nature of that
collaboration could undermine the ability of those companies to operate globally. The resulting
reduced competiveness within the global ICT industry has a measureable negative impact both
domestically and globally. At the levels contemplated, any ICT mobilization truly becomes an
international undertaking with global implications and consequences, given the interconnected
nature of the cyber ecosystem, the global distribution of cyber ecosystem functions and
capabilities, and the decentralized operations of cyber bad actors. Consequently, successful
cyber response must be a multi-stakeholder, multi-jurisdictional endeavor.

With these challenges in mind, and during its deliberations, the NSTAC frequently articulated a
number of principles to guide the appropriate interaction of industry and Government during
mobilization activities. These principles are not limited to the U.S. Government; in fact, these
principles may provide a solid foundation to guide Government-industry cyber response
planning in any forum worldwide.

e Governments should not interfere with industry cyber risk management objectives and
actions, and should limit requests for industry action to preservation, protection, defensive or
sustainment objectives;

e Governments should consider the international nature of the cyber ecosystem when
examining response actions, and should collaborate with other governments on mobilization
objectives and actions; and

e Government should consult with industry on mobilization objectives and actions to the extent
industry could be involved or implicated.

With these principles in mind, the NSTAC found that between “business-as-usual” cyber
response and “national emergency” response, there lies a transitional zone wherein closely-
coordinated information flow and actions would likely help to contain developing crises,
minimize duration and impact, and accelerate return to normal operations. At the extreme, it is
also possible to envision some set of conditions, events or circumstances—in isolation or linked
to geopolitical or economic events—where Government direction may be needed in order to
ensure continuity of Government and the national economy, and to mitigate damage. In the
absence of a clear understanding of what must be preserved, protected, or recovered in a cyber
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event of national significance, however, it is difficult to meet the full objectives of the ICT
mobilization tasking.

The NSTAC recognizes certain limitations in its own ability to progress beyond this design
phase. Principal among these limitations is the fact that the discussions necessary to complete
the tasking will require great sensitivity. Further, these discussions must include both
representatives of the ICT enablers and Government representatives from across the national
security domain. As presently constituted, the NSTAC cannot adequately represent all the ICT
enabler domains.

To that end, the NSTAC recommends a path and process detailed within this report to meet the
last objectives of the initial tasking: to better guide, inform, and prioritize response across the
full spectrum of NS/EP events with cyber implications; and to identify an operational structure to
coordinate assets at each threshold considered, detailing which entities would exercise what
roles, as well as suggested approaches for training and exercises of such contingencies.

The NSTAC recommends the President take the following actions to ensure the Nation is
prepared to manage a cyber-related event of national significance:

e |dentify and convene a representative group of organizational representatives reflecting the
defined ICT functions as described herein and national security organizations of
Government.

— Appoint a suitable Federal official to coordinate and facilitate the work of this group.

— Charge the group to describe mutual national priorities and objectives for protection,
prioritization, and/or recovery, and to define in actionable detail the actions, options,
authorities, statutory provisions, indemnifications, information flow, waivers, and other
processes specific to requesting resources from both Government and industry for those
circumstances.

— Having thus defined the national priorities and objectives, identify the key functions and
related stakeholders necessary to support them, and the specific events, conditions,
circumstances and/or actions which will serve to trigger and invoke the protections
defined above.

— Conduct an analysis of current NS/EP legal and policy authorities implicated by the
identified national priorities and associated actions as identified above. To the extent
current legal frameworks do not provide sufficient authorities to meet NS/EP goals,
identify the maximum capabilities currently supported by law, thus establishing current
operational boundaries, and produce a report identifying changes in current laws that
would facilitate the level of coordinated protections desired.

— Examine existing response frameworks, mechanisms, bodies, and constituencies, and
adapt, expand, or revise them, as appropriate, to meet recommended ICT response
capabilities.

e Create a comprehensive training, education, and exercise regime designed to enhance and
maintain readiness by all Government and industry participants in this program.

— Develop a timeline for introduction and testing of these procedures in progressively-
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complex and large-scale exercises, leading to involvement in the National Exercise
Program and National-Level Exercises as soon as practicable.

— Provide processes to examine feedback and exercise lessons learned, in order to revise
and refine procedures as appropriate and as threat conditions evolve.

— Establish accountability and ownership across the Federal Government for follow-up on
lessons learned and identified gaps to produce an improvement plan, a plan of action, and
milestones, and to create a methodology for testing those improvements in succeeding
exercises.

e Develop global norms for national cyber response in partnership with industry, incorporating
industry expertise and experience to the maximum extent possible.

NSTAC Report to the President on Information and Communications Technology Mobilization ES-5
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1.0 INTRODUCTION

1.1  Scoping, Charge, and Methodology

In November 2013, the Executive Office of the President requested the President’s National
Security Telecommunications Advisory Committee (NSTAC) examine the implications of the
operational coordination of critical commercial assets or capabilities to facilitate a coordinated
information and communications technology (ICT) response to a cyber-related event of national
significance. In May 2014, the NSTAC concluded its scoping effort and determined that the
policy and doctrine needed to govern a response to cyber events of national significance are
incomplete. Furthermore, the effort found that there was a need for, and benefits from,
developing a national ICT response coordination capability. The NSTAC indicated it would
further examine three fundamental areas: (1) the conditions, triggers, and thresholds for
increased coordination across industries, as well as between industry and Government; (2) a
methodology and process for identifying assets, functions, and/or capabilities; and (3) an
operational framework and operational structure for this coordination effort. Specifically, the
NSTAC determined that it would:

e Research and identify conditions, triggers, thresholds, and situations that might require
increased operational coordination across industry, as well as between industry and
Government;

e Research and recommend a methodology by which Government and industry can identify
critical commercial assets, functions, and/or capabilities that, if operationally coordinated,
would be helpful or are necessary to respond to a cyber-related event of national significance;

e Research and recommend an operational framework that: (1) allows for agile, effective, and
distributed implementation across numerous stakeholders, resulting in a coherent, unified,
and dynamic national response; and (2) guides, informs, and prioritizes response across the
full spectrum of national security and emergency preparedness (NS/EP) events with cyber
implications; and

o Identify an operational structure or construct to coordinate assets at each threshold
considered, detailing which entities would exercise what roles, as well as suggested
approaches for training and exercises of such contingencies.

Through the course of the initial scoping effort, the NSTAC received a number of Government
briefings on plans, exercises, programs and policies associated with this topic, including: (1) the
Department of Homeland Security’s (DHS) Cyber Capabilities Planning Framework; (2) the
interim draft National Cyber Incident Response Plan (NCIRP); (3) the Cyber Storm Exercise
Series; (4) the 2012 National Level Exercise; and (5) the Civil Reserve Air Fleet Program.
During the scoping effort, the subcommittee also recognized that if a cyber-related event of
national significance occurred, there may be international implications; the Government may
have unique authorities necessary to address the issues; and citizens may expect their
Government to act and even lead. That said, the capabilities necessary to develop and implement
an effective response would largely reside within the private sector.

NSTAC Report to the President on Information and Communications Technology Mobilization 1
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As such, the activities during the research phase first focused on current industry practices and
how industry engages with Government for support or assistance at less extreme levels to
respond to cyber events. In particular, the subcommittee assessed if the private sector could
mobilize collectively on its own and, if so, what triggered industry self-mobilization and if this
mobilization was sufficient. If mobilization gaps existed, the NSTAC assessed if there were
further steps industry could take to improve this capability. The NSTAC then turned its focus to
the touch-points or intersections where Government support, collaboration, or coordination better
enabled private sector response. During this stage, the NSTAC sought to determine if there were
barriers to private sector response activities that Government might remove upon request, how
industry could make these requests and to whom, as well as what type of support industry might
ask of Government; in particular, the NSTAC considered regulatory relief, indemnification,
public outreach and education, and international coordination. The NSTAC recognized these as
several potential tools available to help the Nation approach strategic cyber defense policies.

The NSTAC also considered if there were triggers that might lead Government to request
industry mobilization and if there were triggers or thresholds after which the presumption of
“industry-led mitigation with Government support” might become “Government-led mitigation
with industry support.”

The synthesis of these two stages of review permitted the NSTAC to understand how industry
and Government respond to cyber-related crises within their own domains, powers, and
capabilities. In so doing, the NSTAC identified opportunities to enhance these respective
approaches by viewing national cyber defense holistically. This report provides
recommendations towards these ends.

To inform its research, the NSTAC received briefings from subject matter experts representing
Government and industry on different topics, including:

e Industry incident response capabilities at the company, Information Sharing and Analysis
Center (ISAC), and trust-group levels;

e How past cyber incidents were addressed by industry, the National Cybersecurity and
Communications Integration Center (NCCIC), and the Cyber Unified Coordination Group
(UCG);

e The emerging role of the National Guard in support of the Department of Defense’s (DOD)
domestic cyber defense strategies;

e A baseline understanding of what Government might consider important to protect or recover
in the aftermath of a cyber event of national significance; and

e The role of the private sector response in creating an environment of cyber deterrence and
stability globally.

In addition, the NSTAC was briefed on findings from a cyber exercise conducted by the National
Council of ISACs through the course of this initiative. These briefings and the NSTAC’s
discussion provided the foundation for the foundational findings and analysis outlined below.

NSTAC Report to the President on Information and Communications Technology Mobilization 2
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20 FOUNDATIONAL FINDINGS

During the scoping and research phase, the NSTAC engaged subject matter experts across a
broad community of industries, as well as cybersecurity experts from the Federal Government, to
receive additional knowledge and insights regarding cyber incident response and mitigation
practices. As a result of its examination of both the Government and industry current practices
to addressing cyber threats, the NSTAC identified a number of findings, highlighted below.
These findings provided the foundation for the NSTAC to recommend the conditions, triggers,
and thresholds for increased coordination; a methodology and process for identifying assets,
functions, and/or capabilities; and an operational framework or structure for coordination and
collaboration during a cyber event of national significance.

2.1 Findings — Government Briefings

The NSTAC identified the following findings from Government briefings:

e Substantive progress has been made within Government to more effectively coordinate with
each other and with industry.

e While the United States is working with international allies to examine the challenge of
blended international networks or assets, the protocols or doctrine associated with cyber
response for U.S. interests located internationally are unclear.

e The goal of creating a common operating framework for Government and industry remains
elusive. This limits Government’s and industry’s ability to assess impacts and develop an
effective response strategy.

e Recent cyber exercises consistently highlight weaknesses in the current interim draft NCIRP,
such as:

— There are no defined thresholds for what constitutes a cyber event of national
significance;

— There are no definitive guidelines on how to respond to a cyber incident;

— The interim draft NCIRP is Government-centric and does not articulate how activities
and capabilities between the private sector and Government can be coordinated for a
unity-of-effort; and

— The current Cyber UCG process does not lend itself to the development of response
mitigations in a timeframe necessary to mitigate a cyber incident of national significance.

e Government response support plans are generally built upon geographic or national
boundaries, though cyber events are not bound by the geographic jurisdictions.

e The Government considers the primary role of the private sector is to serve as a first
responder during cyber incidents. The ability of the private sector (e.g., ISACs) to aggregate
and correlate like incidents is considered foundational to cyber awareness and the creation of
a common operating framework.

e The Government has identified what it considers to be the Nation’s most cyber-dependent
critical infrastructures under Section 9 of Executive Order (EO) 13636, Improving Critical
Infrastructure Cybersecurity. It has begun to mature, identifying high-level cyber

NSTAC Report to the President on Information and Communications Technology Mobilization 3



President’s National Security Telecommunications Advisory Committee

functions—in both the private sector and Government—that should be the focus of protection
or restoration efforts before, during, or after a cyber incident.

e The interim draft NCIRP identifies the Cyber UCG as the interagency and inter-
organizational coordination body that incorporates public and private sector officials to
collaborate identification, protection, detection, response, and recovery actions in a
significant cyber incident; however, current UCG industry and Government participation
needs to mature from a situational awareness body to one that can form action-oriented
incident management teams.

e The DHS Cyber Capabilities Planning Framework provides an initial means to identify and
organize cyber-related capabilities across the Government and the private sector. With the
exception of enterprise-level requests for technical assistance, it is not clear how industry
would request Government capabilities to address a national security event with a cyber
component.

e The National Security Council has identified four gaps in the Government’s ability to
effectively execute cyber response, including: (1) understanding and identifying the kind of
response options and capabilities and courses of action industry has; (2) receiving private
sector corroboration of threats and a perspective on the potential consequence of threats;

(3) knowing private sector’s current posture and ability to handle threats; and (4) identifying
what the private sector might expect, request, or need from Government to address threats.

2.2 Findings — Industry Briefings

The NSTAC identified the following findings from industry briefings:

e In general, industry cyber response is built upon the foundation of incident response at the
enterprise (i.e., corporate information technology [IT] asset) level. The enterprise response
capabilities are a function of enterprise and their vendor capabilities.

e Ata high level, the step-phases for current industry response protocol include:

— If an enterprise detects and cannot mitigate an incident, then, optimally, the enterprise
seeks information and/or support from similar enterprise entities within their sector
through an ISAC or trust group. In addition, enterprises optimally report on incidents
they were able to mitigate, through their ISACs, for dissemination to sector and cross-
sector peers. The sector-ISAC or trust group serves several functions:

o The ISAC acts as an information-sharing and support mechanism for the impacted
enterprise;

o It aggregates and correlates instances of incidents within the sector and acts as a
conduit to other sector ISACs for support, if required;

o The ISAC generally acts as the point for notification to Government (e.g., NCCIC) if
potential or actual impacts are likely to implicate other entities within that sector or
may affect other sectors, or if there are impacts within the sector that are occurring in
more than one geographic region;

o ISACs act as the NCCIC’s primary point for information dissemination if the NCCIC
needs to send information to a specific sector(s); and
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o ISACs share and disseminate information through the National Council of ISACs.
Based on the criticality and scale of the potential impact on the sector, it is possible
that a sector issue may rise to a level warranting national attention.

— If multiple sector ISACs report potential or actual impacts related to the original incident,
then this issue may rise to a level warranting national attention. Some entities belong to
more than one ISAC, which also provides some level of multi-sector awareness.

e While ISACs provide correlated information sharing for the benefit of enterprises within
their sector, their ability to correlate enterprise-related threat information among and between
the sector-ISACs is limited and needs to be enhanced.

e While the framework for the UCG contemplated representation from each of the 16 critical
infrastructure sectors, not all sectors are represented. Representation of all 16 critical
infrastructure sectors was perceived as a means to ensure early situational awareness of
potential sector impacts. In addition, as structured, the Cyber UCG is not sufficiently agile or
effective in responding to incidents.

e With the exception of coordinated law enforcement activities, private sector entities have
driven historical cyber response events. Therefore, mobilization efforts should remain
aligned with industry as the first responder; should meet the privacy, security, and trust
concerns of industry; and should focus on developing a unity-of-effort approach between
industry and Government.

e While there is inter-sector cyber correlation and coordination, the goal of a joint, integrated,
and cross-sector information sharing and analysis capability to produce timely, reliable, and
actionable situational awareness remains elusive and must be enhanced.

3.0 ANALYSIS: FOCUS ON CONDITIONS FOR INCREASED COORDINATION

Listed in Section 1.1, this section addresses the NSTAC's “Research and [identification of]
conditions, triggers, thresholds, and situations that might require increased operational
coordination across industry, as well as between industry and Government. ”

In the analysis to identify conditions, triggers, thresholds, and situations that might require
increased operational coordination across industry, as well as industry and Government, the
NSTAC reviewed more than 20 historical cyber events as well as six events of potentially high
impact.® The NSTAC leveraged the NCCIC Critical Information Requirements (CIR) Impact
Scale as a rough guide for an initial characterization of escalation of an actual or potential cyber-
related event. The CIR Impact Scale is used to guide the NCCIC’s incident assessment and
immediate NCCIC actions, notifications, and reporting requirements. While Table 1 is not
intended to define “cyber incidents of national significance,” the following impact levels provide
a useful example of an incident scale.

® Please refer to Appendix D, List of Historical Events, for a listing of historical cyber events.
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Table 1: Sample Incident Scale Impact Levels

Impact Impact Characterization
Level
National e Actual or potential impacts are likely to occur on a national scale.

e Any actual or potential impact occurring in more than one sector or region.
e Threats to cyber and communications infrastructures on a national scale.

Sector e Actual or potential impacts are likely to occur in one of the Nation’s 16
critical infrastructure sectors.

e Entities within sectors often share the same types of infrastructure and
therefore share similar risks, thus warranting escalated attention.

Regional e Actual or potential impacts are likely to occur in one specific geographic
location.

e Current or potential impacts to a specific region could cause serious harm to
the region, thus warranting escalated attention.

Entity e Actual or potential impacts are likely applicable to only one organization.
(Enterprise) | e The possibility of cascading or potential impacts to a sector or region is
unlikely, or cannot be ascertained at this time.

Implicit in the CIR approach is concern that the incident’s characteristics could escalate to
disruption, corruption, or destruction of sector and/or regional resources, or critical
infrastructures where a cybersecurity incident could reasonably cause catastrophic impacts to our
national security, economic security, public health and safety.’

Using this impact scale to review recent and historical incidents, the NSTAC noted that incident
response at the entity or enterprise level is ongoing, constant, and considered business as usual
(BAU). If the enterprise cannot address the incident, which might indicate that other enterprises
are equally unable to mitigate, then the enterprise would escalate the incident through trust
groups or ISACs. In this event, the vast majority of enterprise incidents are resolved with the
support and collaboration of similar enterprises. This finding affirms the value and role of
information sharing at the enterprise level through ISAC mechanisms.

At the opposite end of the scale, the NSTAC noted that while there have been numerous high-
profile cyber events that warranted national attention, using the NCCIC CIR as an approximate
gauge, none ultimately were considered a cyber event of national significance. Upon review of
these high-profile events, the NSTAC noted that the fundamental incident management actions
occurred through private sector collaboration or mobilization at a much smaller scale, limited to
a group of actors that had the technical competence and ability to develop and propose
appropriate mitigations to address the core vulnerability. This group is distinct from the affected
community, which constitutes those end users with the responsibility for managing the actual
manifestations of the consequences of the attack.

"White House. Executive Order 13636, Improving Critical Infrastructure Cybersecurity, and Presidential Policy
Directive 21, Critical Infrastructure Security and Resilience, February 12, 2013.
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The NSTAC then focused on events where there was collaboration with Government to mitigate
ongoing cyber incidents. In these cases, the nature of the incident was fostered by threat actors
with the intent, means, or capability to continue escalating the cyber event. Under these
circumstances, representatives from industry and other trust groups felt that the incident would
continue unabated without collaboration and support from Government, in the form of law
enforcement. With this view, the NSTAC developed a means to understand both potential and
actual incidents from a unified risk assessment approach to assess if an incident would or should
escalate.

Finding: The unified risk assessment of a potential or actual impact provided an indicator of
whether an issue should escalate or de-escalate. The assessment is a function of three
criteria/parameters, including:

e Event Characteristics: Does the potential or actual event (or series of events) manifest
characteristics that could result in substantive disruption, corruption, or destruction of critical
infrastructure, EO 13636 Section 9 entities, and sector resources?

e Intelligence Sources: Do the perpetrators (i.e., threat actor[s]) have the means, intent, or
ability to escalate the potential or actual event to an event of national significance?

e Capability to Respond: Based upon prior knowledge, does industry have the capability to
respond and address the incident, without changes in legal authority, rules of engagement, or
operating framework?

Figure 1: Notional Unified Risk Assessment Process for Mobilization

S . < — Capability to
‘ Respond and
o / Ability to
‘- Tupti Mitigate
Event Intelligence Community/ Industry
Characteristics Closed Trust Group

Combining this assessment protocol with the NCCIC impact criteria, the NSTAC generated a
means to characterize the Cyber Condition (CyberCon) at any given time, reflecting the
increased level of collaboration and/or support required for enterprises and sectors to respond to
cyber incidents, as well as when an incident would likely warrant increased coordination
between industry and Government. Similar to the NCCIC CIR, and predicated on the foundation
of enterprise/entity response, the five-level CyberCon represents an escalation tier reflecting the
increased level of collaboration and/or support required for enterprises and sectors to respond to
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cyber incidents. Shown in Figure 2, below, this CyberCon was developed solely for the purposes
of the NSTAC analysis and is not intended to replace any existing industry or Government alert
condition protocols.

Figure 2: Escalation-Cyber Event Graphic
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The five CyberCon tiers are described as follows:

GREEN: The enterprise/entity (with vendors) alone can address the cyber event.

BLUE: The enterprise can address the cyber event with support from sector resources, such
as ISACs and trust groups. One example of this level would be an Internet service provider
(ISP) requesting short-term rate limiting support from fellow ISPs.

YELLOW: At this level, support to mitigate an event is drawn from resources outside an
individual sector using current legal authorities. Two recent activities that would be
categorized as yellow include ISP defense against financial services distributed denial-of-
service attacks and the recent criminal takedowns coordinated across sectors by the National
Cyber-Forensics and Training Alliance.

ORANGE: At this level, the assessment suggests that industry can mitigate and respond;
however, new or incremental Government support would likely be indicated, which may take
various forms. At the same time, at this level, the Government would enhance its own
attention and response to the incident at hand, which would likely yield increased
Government-industry coordination.

RED: At this level, industry is unable to fully mitigate the incident, even with additional
authorities. If the incident cannot be fully mitigated, industry would want recommendations
or direction on the priorities for protection (e.g., pre-incident) or recovery (e.g., post-
incident). Specification of national security priorities is a responsibility inherent to
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Government. For purposes of this NSTAC report, the RED level is characterized as ICT
mobilization.

Figure 3, below, provides an alternative way to characterize the iterative, escalatory process of
the five CyberCon levels.

Figure 3: Notional Unified Risk Assessment Process for Mobilization with
Cyber Condition Levels
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In general, the GREEN/BLUE/YELLOW levels can be characterized as BAU, where industry
can mitigate and respond without new or incremental Government authorities. Collaboration and
cooperation with Government is considered BAU at these stages, as the response can utilize
existing legal authorities. It is important to note that the CyberCon determination is a mutual
assessment within industry at lower levels, and between Government and industry at higher
levels.

To some degree, the five-level CyberCon aligns with the NCCIC CIR, which incorporates entity,
sector, and regional impacts throughout the alert levels and identifies the potential need for
additional authorities to address a multi-sector threat. The potential need for additional
authorities suggests enhanced pre-coordination and collaboration mechanisms with Government
to mitigate those concerns. The distinction between the CyberCon developed for this report from
other alert condition guidelines is that “ability (and authority) to mitigate” is the factor to
determine if the issue must be escalated.

3.1  Current Operational Gaps

In general, the maturity of cyber risk management at the enterprise level is uneven across sectors.
In February 2014, the National Institute of Standards and Technology (NIST) released a
Cybersecurity Framework highlighting best practices and standards across the categories of
identify, protect, detect, respond, and recover so that organizations can better manage cyber risk

8 CyberCon 1, referred to as Mobilization, is the highest tier of “response.” The term “mobilize” implies
Government direction and/or prioritization in the implementation of industry response and is defined as “to organize
or adapt (industries, transportation facilities, etc.) for service to the government.”
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to critical infrastructure. Within the five Framework categories, however, the practices
associated with the category of “respond” are even less developed.® With this in mind, the
NSTAC set out to assess current operational gaps in the context of the varying collaboration
levels.

3.1.1 GREEN, BLUE, and YELLOW Levels

At this time, the ability to correlate cyber events within all sector ISACs is limited. While some
sector ISACs have strong capabilities to correlate, collaborate, and coordinate sector-level
events, as well as maintain mechanisms to cross-correlate and coordinate between ISACs
through the National Council of ISACs, the ability to quickly assess and identify potential cyber
impacts within all sectors is still not fully developed.

While there is active participation and robust productivity between individual enterprises and
various ISACs/trust groups, comparable participation in these types of forums is still limited in
some sectors.'® Liability concerns associated with information sharing are still frequently cited
as a limitation impeding enhanced participation inthese forums. The NSTAC has previously
examined these issues, including in the 2003 Legislative and Regulatory Task Force Report:
Barriers to Information Sharing.™

Previous NSTAC Review: Information Sharing*

In 2003, the NSTAC recommended that the President direct the appropriate departments and agencies,
in coordination with industry to:

- Develop a process to resolve multi-jurisdictional (Federal, State, and local) conflicts within the
appropriate boundaries of Federalism and national, homeland, and economic security;

- Work with Congress to modify the CllI Act so that DHS is the clearinghouse and sole dispenser of ClI
information;

- Encourage Congress to extend the protections of the Cll Act to cover departments and agencies
other than DHS and, if other agencies should be designated as such, the NSTAC recommends that
they adopt the same rules and procedures as DHS for handling CIl; and

- Work diligently with Congress to ensure the CII Act’s provisions remain intact.

'Please refer to Appendix F, Previous NSTAC Recommendations, for further details regarding the
NSTAC recommendations.

% Ponemon Institute, “Cyber Security Incident Response: Are we as prepared as we think?” January 2014.

1% DHS recognizes these limitations and has developed programs such as the Cyber Information Sharing
Collaboration Program (CISCP) to afford enterprises the opportunity to share information not with DHS and
supplement other existing sharing mechanisms. CISCP shares cyber threat, incident, and vulnerability information
in near-real time, and enhances collaboration to better understand the threat and improve network defense for the
entire community.

'NSTAC “Legislative and Regulatory Task Force Report: Barriers to Information Sharing” September 2003.
Auvailable at:
https://www.dhs.gov/sites/default/files/publications/LRTF%20Information%20Sharing%20Report%20%28Sept%2
02003%29_0.pdf
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The capability for cross-correlation of cyber incidents or coordination between ISACs is even
more limited. Again, there are exceptions as reflected by the strong inter-ISAC relations
between the Financial Services Sector, the Communications Sector, the Defense Industrial Base
Sector, and the IT Sector. Nonetheless, limited cross-sector correlation limits early detection and
notification of multi-sector impacts, reducing the opportunity to assess the threat and potential
national impact, as well as mitigate consequences in a timely manner.

The continued adoption of automated information sharing tools, such as Structured Threat
Information Expression and Trusted Automated Exchange of Indicator Information protocols for
reporting cyber threat indicators within sectors, coupled with higher-level tools that support
aggregated correlation analysis, will support and enhance these capabilities over time.
Nonetheless, in the absence of strong cross-sector cyber correlation experience, the goal of a
joint, integrated, and cross-sector information sharing and analysis capability to produce timely,
reliable, and actionable situational awareness remains elusive and needs to be enhanced.

An additional gap identified is the Government’s continuing “need to know” approach to sharing
timely, reliable, and actionable threat intelligence and information. Much of the information that
would be important to making informed risk management decisions is classified, and even the
process of creating timely and actionable tear-line products has been challenging. It is
incumbent to move to a “need to share” approach, leveraging access to those in the private sector
that have necessary clearances. It is also necessary to refine a process, including tear-lines where
appropriate, to provide information about tactics, techniques, and procedures—not sources and
methods—that would help inform risk management decision-making and incident response.

The NSTAC continues to affirm the development of capabilities associated with enterprise
participation in ISACs and other appropriate trust groups. Government and industry should
continue to nurture and support these environments and the successes they have demonstrated
through sharing cyber threat indicators between peers and Government.

3.1.2 Operational Gaps: Moving from YELLOW to ORANGE

Despite the challenges highlighted above, the ability to disseminate mitigation and recovery
options to cyber threats has improved greatly at both the industry and ISAC level, as well as at
the DHS NCCIC. Further, there is increased experience in coordinating larger-scale mitigations
with law enforcement activities. While some of the larger-scale initiatives have been initiated by
law enforcement, others have been at the request of industry. This collaboration has led to
enhanced experience in developing a coordinated operational response between Government and
a number of industry entities. These initiatives have been successful due to clearly-stated
operational objectives, having time to plan the response, and limiting the numbers of parties
engaged in the response planning. Additionally, law enforcement was able to leverage existing
authorities in achieving the operational response objectives.

It is clear that an ORANGE stage response would require a shift in industry engagement from
current DHS and law enforcement protocols. ORANGE is defined as that level where industry
can develop the response and implement the mitigations to contain the threat or stop escalation,
with additional authorities granted by Government. These new authorities may take any of
several forms, such as waivers, indemnifications, and/or access to specific sensitive information
sources. The premise is that because the Government and industry would have mutually agreed
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that the incident has risen to level ORANGE, such powers and authorities would be extended as
a condition of that development. The precise nature and extent of these powers must be
negotiated and mechanisms put in place so that different Government entities (e.g., Department
of Justice [DOJ] and Department of State) can provide the necessary legal or diplomatic support
to react and respond quickly. It is also clear that advanced analysis of the legal authorities
needed to support the larger, more comprehensive cyber response capabilities within or across
the cyber ecosystem for an ORANGE level incident will be necessary.

Previous NSTAC Review: Cybersecurity Collaboration
The NSTAC’s 2009 Cybersecurity Collaboration Report to the President recommended that the
Government establish a Joint Coordinating Center for public and private sector representatives from
various critical infrastructures and key resources sectors to focus on robust information sharing among
each other on cyber incident detection, prevention, mitigation, and response. Several of the 2009
NSTAC report findings continue to apply today, including:

Planning and execution of national cyber incident detection, prevention, mitigation, and response
capability requires joint participation of many domestic public and private sector organizations, as well as
international entities. Presently, organizations involved in cyber incident efforts are physically separated,
functionally disjointed, and lack efficient communications capabilities. Combining all stakeholders into a
single Government funded/equipped physical location, with the capability for virtual participation, is
necessary for full cybersecurity planning and execution;

Government and private sector subject matter experts recognize the urgent need for and value of a 24/7
public-private sector collaborative cyber incident detection, prevention, mitigation, and response
capability. A phased implementation approach will allow enhanced capabilities to be implemented in an
affordable and efficient manner; and

There is an urgent need to improve upon coordination of existing U.S. and international cyber incident
capabilities in both public and private sectors. The need for this capability is growing over time.

Finding: The ORANGE level represents the domain of extensive coordination and collaboration
between Government and industry in terms of dynamic protocols and procedures. At lower
levels, current practiced behavior should be sufficient to maintain stability and flow in response
to cyber incidents; however, much changes in the industry-Government relationship as industry
moves from utilizing existing authorities within YELLOW to requesting incremental
Government authorities in ORANGE. It will be important to thoughtfully develop specific new
protocols, authorities, expectations, and procedures well in advance of the need, and to exercise
and train to these protocols to ensure progressive refinements over time.

3.1.3 Operational Gaps: RED Stage

As noted in the foundational findings, there is currently no protocol for the Government to
convey in advance the national cyber priorities for protection, reconstitution, or recovery in the
event an incident surpasses industry’s mitigation ability. While current U.S. priority programs
(e.g., telecommunications service priority [TSP]) create a partial policy umbrella for this issue,
the TSP program is wholly insufficient for purposes of dealing with RED-level crisis. At this
level, highly cyber-dependent organizations from industry and Government could experience
degradation resulting in catastrophic impacts to our national security, economic security, public
health and safety. Since the RED stage of cyber emergency is intended to describe the truly
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severe degradation of the national ICT base, the expectation is that, at that level, if it is ever
achieved, the Nation would essentially be operating on a catastrophic or continuity-of-
government footing. Accordingly, at that point, industry would seek to support Government
initiatives to defend and preserve the Nation.

Finding: The RED level conceptually represents a cyber emergency of the severest nature and
greatest potential impact. At this level, the total commitment of industry to sustain network and
system operations will be insufficient to meet the national need. Accordingly, Government will
be expected to convey priorities and industry will do all that is possible to support national
survival, under Government direction and within a comprehensive, legal, and operational
framework.

4.0 ANALYSIS: FOCUS ON “CAPABILITIES”

Listed in Section 1.1, this section addresses the NSTAC’s “Research and [recommendations for]
a methodology by which Government and industry can identify critical commercial assets,
functions, and/or capabilities that, if operationally coordinated, would be helpful or are
necessary to respond to a cyber-related event of national significance. ”

The NSTAC applied the same incident reviews used for the trigger/threshold/situation analysis
to conduct a review of which entities were impacted, which entities contributed to finding the
solution, and who or what operational mechanism entities were used to respond to those
incidents. While these historical incidents did not rise to a level of national significance, the
NSTAC reviewed additional scenarios that could conceivably escalate to such a level. Both sets
of scenarios were used to assess which commercial functions and capabilities were helpful or
might be helpful to respond to these events. While the victim(s) changed with each incident or
scenario reviewed, the NSTAC found that certain ICT functions were consistently part of
creating the solution or were leveraged to assist in implementing the solution. While no single
function was common to all scenarios, certain functions occurred enough so as to generate a map
of the capabilities that might need to be mobilized to effectively respond to the scenarios
examined.

From this review, the NSTAC developed a working model of the functional capabilities (in six
categories) associated with the broader global cyber ecosystem. With the exception of the
corporate IT assets function, which most closely aligns with enterprise/entity networks, the
balance of the ecosystem functionalities are best characterized as services and operations shared
and used throughout the global ecosystem. The functions represented in Figure 4, below, enable
the cyber ecosystem and are provided by ICT companies.*? Many of the functionalities are
represented, in part, by U.S.-based NSTAC-represented organizations. The entities that provide
these functions will, in this report, be referred to as ICT enablers.

12 please refer to Appendix C, Glossary, for a definition of the terms contained in this chart.
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Figure 4: Cyber Ecosystem Key Players
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The functions that ICT enablers provide are foundational to the global cyber ecosystem. From
operating systems to anti-virus an intrusion detection or prevention, local/backbone core
transport, certificate authorities, content delivery, and applications, all functions work together to
support the global cyber environment. With the exception of some local transport functions, the
providers of these functions are multi-national and their products and services are used

throughout the world.

Providing these globally-shared functions and services is a large responsibility and, collectively,
these enablers act in a fiduciary role for all users of the cyber ecosystem globally. These
enablers typically have broad visibility of the global environment, deep technical expertise
within their functional space, as well as an understanding of the roles and functions of the
numerous enablers within the community. The enablers’ global customer base drives their
activities towards ensuring that all customers have full access to the capabilities and services
they provide, and they take significant care to ensure even-handed treatment of their global
customer base. Given the variance in non-disclosure and privacy laws throughout the world,
these enablers also generally choose to operate under stricte